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On March 23, 2026, the Ministry of Public and Business Service Delivery and
Procurement published two regulations under the Enhancing Digital Security and Trust
Act, 2024 (EDSTA). O. Reg. 51/26 (Cyber Security) and O. Reg. 52/26 (Digital
Technology Affecting Individuals Under Age 18) will both come into force on July 1,
2026. These regulations impose new governance, reporting, and transparency
obligations on a broad range of Ontario public sector institutions, including universities,
colleges, school boards, hospitals, and children’s aid societies.

O. Reg. 51/26 - Cyber security

O. Reg. 51/26 applies to “prescribed public sector entities,” which include colleges,
universities, most public hospitals, school boards, children’s aid societies, and other
specifically named public sector entities.

Key updates

1. Cyber security maturity assessments: Prescribed public sector institutions must
conduct cyber security maturity assessments at regular intervals, which track the
institution’s status or progress regarding cyber security. The regulation does not
prescribe how the assessment must be performed, but states that it must be “carried out
in accordance with industry standards or best practices endorsed by the Chief
Information Security Officer of the Ministry”.

First assessments must occur by July 1, 2027, and every two years thereafter. If an
institution completes a cyber security maturity assessment between July 1, 2025, and
July 1, 2026, the institution is deemed to have completed it on July 1, 2026, and must
complete its second assessment by July 1, 2028.

A summary of each assessment must be provided to the Ministry within 30 days of
completion, which must include (1) the name and a description of the model or
framework used in the assessment, (2) any overall or component cyber security maturity
score, and (3) a summary of areas for future improvement.
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2. Point of contact : The regulation requires each prescribed public sector entity to
designate a senior management employee as the primary cyber security point of
contact. This individual must have decision making authority over cyber security and will
be responsible for liaising with the Ministry and approving summaries of cyber security
maturity assessments. For many institutions, this will require a governance
conversation: the role may be assigned to a CIO, CISO, or another executive.

3. Incident reporting: Prescribed public sector institutions must also report “critical
cyber security incidents” to the Ministry within 72 hours of “confirming” the incident
occurred. “Critical cyber security incident” is defined broadly and includes incidents that
impact “digital information” collected, used, retained, or disclosed by an institution or the
infrastructure housing or transmitting such data. It also includes a materiality threshold.
To meet the reporting threshold, one of the following criteria must be satisfied:

e The incident results in a significant adverse impact to the delivery of public
services by the entity;

e The incident poses a risk to public safety;

« The incident requires or results in significant efforts to recover digital information
or related infrastructure or activation of cyber security incident response plans by
the entity; or

e The incident poses a significant risk of harm to the reputation of and public
confidence in the entity.

The “confirmation” requirement and materiality threshold ought to rule out cyber events
and low severity incidents, though compliance with the reporting requirement is an
important consideration that institutions should build into their incident response plans.
Bearing mind that “activation of a cyber security incident response plans” triggers a
reporting duty, institutions should also ensure their plans clearly define an activation
point.

What does O. Reg. 51/26 mean for public sector institutions?

O. Reg. 51/26 encourages enhanced cyber security by requiring institutions to perform
maturity assessments and report such assessments to the province. Cyber incident
reporting already occurs informally today, but formal reporting will come with important
confidentiality protections that the province has proposed in bills amending the Freedom
of Information and Protection of Privacy Act and the Municipal Freedom of Information
and Privacy Act (MFIPPA). See our companion article: Major access and privacy reform
comes to Ontario.

The province will receive reports not as an enforcement body, but as a provider of
security funding and as a potential agent for cross-institutional, province wide
collaboration. There is therefore reason for institutions to view these new obligations
positively, though cyber incident reporting must not invite heavy post-reporting
obligations that draw critical resources away from the response. Institutions must be
prepared to manage this potential for disruption.

O. Reg. 52/26 - Digital technology affecting individuals
under age 18
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O. Reg. 52/26 applies to all school boards in Ontario and applies to all personal
information in digital form of students under the age of 18.

Key requirements

The regulation prescribes certain notice requirements relating to disclosures of student
personal information to a board’s software providers. Notices must be in writing and can
be delivered electronically. For students under the age of 16, notices must be sent to
parents. For students between the ages of 16 and 18, notices must be sent to the
students. The notice must include:

The specific personal information being disclosed;

The legal authority for the disclosure;

The purpose of the disclosure;

The name of the application and vendor;

Contact information for a Board representative who can answer questions about
the disclosure; and

e An explanation of complaint and oversight rights.

Boards will be required to provide the notice as early as feasible in the school year. If
new software is implemented during the school year, notice of disclosure must be
provided as soon as feasible.

What does O. Reg. 52/26 mean for public sector institutions?

The regulation reflects growing concern about educational technology platforms and
their data practices, particularly where third party vendors are involved. Boards should
anticipate and be prepared for parental scrutiny. Conducting privacy impact
assessments that comply with the requirements that will soon be set out in MFIPPA will
help.

In addition to developing a plan to formally implement an MIFPPA-compliant privacy
impact assessment program, boards will need to ensure that they have a complete
inventory of all software used by a board and the personal information disclosed to each
software provider by September 2026. This mapping task is a priority.

Conclusion

These regulations are an incremental update to Ontario privacy and data security law.
They meaningfully change how public institutions are expected to manage cyber
security and, particularly in the education sector, how they deploy and oversee digital
tools affecting children.

Taken together, O. Reg. 51/26 and O. Reg. 52/26 is another indication that Government
and regulators expect demonstrable accountability for public sector digital governance,
privacy, and cybersecurity.

For additional questions, please reach out to one of the key contacts listed below.
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