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Health-care institutions find it difficult to prioritize their competing cybersecurity
objectives due to limited information security dollars and busy IT personnel. There
seems to be little guidance on where to focus, despite a long list of steps health
information custodians should be taking to safeguard their electronic information and to
respond appropriately to cybersecurity incidents.

In our experience, regulators tend to focus on certain issues when conducting cyber
breach investigations. These areas of regulatory focus offer some guidance to
institutions on where they might concentrate their cyber breach prevention and
management efforts. That said, decisions about which initiatives to prioritize will vary
across institutions depending on their individual circumstances.

We have found that when considering a cyber breach, regulators often ask what
institutional measures are in place in respect to some or all of the following:

« An overall institutional plan for protecting the security of electronic records and
preventing cyber breaches (in particular, whether there is a well thought-out plan,
whether the plan is reviewed and updated regularly, and whether the institution is
checking for compliance);

« Employee training on cyber breaches, both generally and through simulated
cyberattacks;

o Backups of electronic records (for example, how often backups are conducted,
whether backup files are stored securely offline, or what their retention period is);

e The use of antivirus software, including real-time and regularly scheduled scans;

« Software and operating systems updates (of note, many IT experts consider
software updates to be “low hanging fruit” that are inexpensive, are easy to
deploy, and significantly enhance overall system security);

« Email systems that identify and quarantine potentially risky external emails and
attachments;

e User privileges that grant information access rights based on user roles (“role-
based access”) and that grant only the minimum level of access required for a
user to carry out their role;

o Active content limitations that limit users’ ability to run computer code embedded
in documents.
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Hospitals and other health information custodians are encouraged to consider and be
prepared to respond to such questions, and to view these different information security
measures as forming a cybersecurity “baseline” to work toward.

In addition to asking about preventive measures in place at the time of a cybersecurity
incident, regulators often want to know about organizations’ responses to the incidents
themselves. Regulators may ask about such issues as:

o The steps taken to immediately contain the cyberattack (for example,
disconnecting infected networks from the internet, disconnecting infected
machines from the network, locking down shared network drives);

« What electronic information was affected by the cyberattack, how it was affected,
and whether the institution was able to limit or prevent access to the information
at issue.

These areas of focus suggest that institutions may wish to focus their initial response
efforts and resources on containment of any breach before shifting to the fact-finding
process.

We would recommend that institutions consider some or all of the following additional
breach management steps, depending on the nature of the incident:

« Notifying essential health-care partners, such as other hospitals in the same
electronic health record network;

e Notifying insurers and internal or external legal counsel,

« Considering whether an outside cyber forensics expert would be helpful to the
investigation process (a decision best made in consultation with legal counsel);

e Sending notification to any applicable regulators (another scenario in which
seeking legal advice first is strongly advised);

o Drafting a cyber breach response plan, which considers such issues as
containing the breach, removing the ransomware from the infected system, and
recovering the data from backup systems.

Every security incident is unique, and the appropriate steps needed to prevent, contain,
and handle cyber breaches will vary across institutions based on numerous
considerations. Using the above considerations as a general guideline, however, can
help an institution maintain a consistent and effective approach.
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