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PERSPECTIVE

Autonomous vehicles and big data: Managing the personal information deluge
We have  com m ented  be fo re  i n  The  Sensor on  the  genera l  p ri vacy and  da ta  p ro tect i on  i m p l i ca t i ons fo r the  connected  and  au tonom ous veh i cl es (CAVs)
ecosystem . In  th i s i ssue ,  we  re tu rn  to  consi de r those  i m p l i ca t i ons i n  re l a t i on  to  recen t  deve l opm ents i n  the  worl d  o f  CAV b i g  da ta .

T he  Au tom ot i ve  Edge  Com put i ng  Consort i um  (AECC) researches how edge  ne twork a rch i tectu res cou l d  he l p  CAVs p rocess da ta  e ffect i ve l y wi th i n  the
t i m e fram es needed  to  support  cu rren t  and  next  genera t i on  CAV techno l og i es and  en te rp ri se  app l i ca t i ons.  T hese  techno l og i es and  app l i ca t i ons i ncl ude
Hi gh  De f i n i t i on  M app i ng ,  In te l l i gen t  Dri vi ng ,  M ob i l i ty Servi ces and  Fi nance  and  Insu rance  se rvi ces.

In  i ts m ost  recen t  pub l i ca t i ons and  p resen ta t i ons,  the  AECC concl uded  tha t  ea rl i e r stud i es o f  the  da ta  requ i red  fo r CAVs i n  re l a t i on  to  these  se rvi ces
g rea t l y underest i m a ted  the  vo l um e o f  da ta  needed .  When  the  techno l og i es m en t i oned  above  a re  taken  i n to  accoun t ,  cu rren t  est i m a tes suggest  tha t
each  veh i cl e  cou l d  be  genera t i ng  up  to  100  GB o f  da ta  pe r m on th .  Across an  est i m a ted  100  m i l l i on  CAVs i n  use  worl dwi de  by 2025 ,  tha t  cou l d  m ean  as
m uch  as 10  exabytes o f  da ta  pe r m on th .

In  ou r p revi ous a rt i cl e ,  we  re fe rred  to  the  am oun t o f  da ta  genera ted  by CAVs as a  to rren t .  T hese  recen t  stud i es on  da ta  vo l um es revea l  tha t  the
m etaphor o f  a  tsunam i  o r de l uge  i s l i ke l y m ore  appropri a te .  As a  si gn i f i can t  quan t i ty o f  th i s i n fo rm at i on  wi l l  be  pe rsona l  i n fo rm at i on ,  the  vo l um e o f
da ta  and  the  com p l exi ty o f  the  m u l t i t i e r i n fo rm at i on  ecosystem s needed  to  support  i ts p rocessi ng  wi l l  crea te  cha l l enges fo r p ri vacy and  da ta  p ro tect i on .

Privacy challenge one: Managing contractual relationships

Edge  com put i ng  p rovi des an  i n te l l i gen t  so l u t i on  to  the  basi c p rob l em  o f  m anag i ng  and  t i m e l y p rocessi ng  l a rge  quan t i t i es o f  da ta .  However,  wi th  so
m uch  i n fo rm at i on  ci rcu l a t i ng  th rough  m u l t i t i e r ne twork a rch i tectu res,  o rgan i za t i ons p rovi d i ng  se rvi ces tha t  use  them  need  to  be  aware  o f  where  the  da ta
i s f l owi ng ,  and  who  u l t i m a te l y has access.  Im portan t  consi de ra t i ons i ncl ude  such  quest i ons as:

What a re  the  re l a t i onsh i ps be tween  the  en t i t i es p rocessi ng  da ta ,  f rom  the  edge  to  the  cen tre?  For exam p l e ,  i s the re  a  cl ea r h i e ra rch i ca l  se rvi ce
p rovi de r re l a t i onsh i p  be tween  them , o r a re  they pa rtne rs o r j o i n t  ven tu res?  Do  they have  ce rta i n  i ndependen t  ri gh ts a round  the  use  o f  the  da ta
f l owi ng  th rough  these  system s?

What i s the  l ega l  re l a t i onsh i p  be tween  m y o rgan i za t i on  and  the  en t i t i es i nvo l ved  i n  the  CAV ecosystem ?

If  m y o rgan i za t i on  i s con tractua l l y bound  to  on l y one  en t i ty a t  the  edge ,  how do  a l l  the  re l evan t  l ega l  ob l i ga t i ons a round  da ta  securi ty,  ob ta i n i ng
consen t  and  l i ab i l i ty f l ow up  and  down th rough  the  con tractua l  cha i n?  For exam p l e ,  how a re  aud i t i ng  ri gh ts and  access to  i n fo rm at i on  requests
m anaged  down the  con tractua l  cha i n?

I f  m y o rgan i za t i on  i s con tractua l l y bound  to  on l y one  en t i ty a t  the  edge ,  how do  a l l  the  re l evan t  l ega l  ob l i ga t i ons a round  da ta  securi ty,  ob ta i n i ng
consen t  and  l i ab i l i ty f l ow up  and  down th rough  the  con tractua l  cha i n?  For exam p l e ,  how a re  aud i t i ng  ri gh ts and  access to  i n fo rm at i on  requests
m anaged  down the  con tractua l  cha i n?

Understand i ng  these  re l a t i onsh i ps wi l l  be  cruci a l ,  bo th  fo r p roperl y d ra f t i ng  the  con tracts be tween  an  o rgan i za t i on  o ffe ri ng  CAVs’ se rvi ces and  the
en t i t i es opera t i ng  the  i n fo rm at i on  p rocessi ng  system s tha t  wi l l  gove rn  the  use  o f  pe rsona l  i n fo rm at i on ,  and  fo r understand i ng  the  o rgan i za t i on ’s own
responsi b i l i t i es wi th  respect  to  such  m atte rs as ob ta i n i ng  consen t  f rom  i nd i vi dua l s whose  pe rsona l  i n fo rm at i on  i s used .

Privacy challenge two: Meaningful consent

Canad i an  p ri va te  secto r p ri vacy l aws a re  consen t-based :  sub j ect  to  ce rta i n  excep t i ons,  o rgan i za t i ons m ust  ob ta i n  consen t  fo r the  co l l ect i on ,  use  and
d i scl osu re  o f  pe rsona l  i n fo rm at i on ,  and  regu l a to rs expect  them  to  m ee t the  cha l l enge  o f  ob ta i n i ng  mean i ng fu l  consen t .

Pri vacy po l i ci es a re  typ i ca l l y used  as a  way to  conso l i da te  i n fo rm at i on  abou t  p ri vacy and  da ta  hand l i ng  p ract i ces,  bu t  regu l a to rs i ncreasi ng l y expect
o rgan i za t i ons to  f i nd  ways to  com m un i ca te  sa l i en t  i n fo rm at i on  i n  a  fo rm  tha t  can  be  easi l y understood ,  pa rt i cu l a rl y by those  who  do  no t  have  the  t i m e
to  read  and  d i gest  l eng thy p ri vacy po l i ci es.

Regu l a to rs now expect  o rgan i za t i ons to  be ,  am ong  o the r th i ngs,  crea t i ve  i n  the i r approaches,  fo r exam p l e  by usi ng  j ust-i n -t i m e  no t i ces,  i n te ract i ve  too l s
o r i n fog raph i cs.  Organ i za t i ons a re  a l so  expected  to  a l l ow i nd i vi dua l s to  con tro l  the  l eve l  o f  de ta i l  they ge t  and  when  and  em phasi ze  key e l em en ts,  such
as wha t  pe rsona l  i n fo rm at i on  i s be i ng  co l l ected ;  wi th  wh i ch  pa rt i es pe rsona l  i n fo rm at i on  i s be i ng  shared ;  fo r wha t  pu rposes pe rsona l  i n fo rm at i on  i s
co l l ected ,  used  o r d i scl osed ;  and  resi dua l  ri sk o f  ha rm  and  o the r consequences.

Sa t i sfyi ng  these  ob l i ga t i ons i s a  si gn i f i can t  cha l l enge ,  and  a l l  the  m ore  so  when  one  consi de rs com p l ex i n fo rm at i on  ecosystem s such  as those
exam i ned  by AECC. We can  hope  tha t ,  i n  the  fu tu re ,  p ri vacy l aw re fo rm s i n  Canada  wi l l  i n t roduce  l ega l  basi s o the r than  consen t  fo r the  co l l ect i on ,  use
and  d i scl osu re  o f  pe rsona l  i n fo rm at i on ,  as the  EU has done .  In  the  m ean t i m e , CAVs o rgan i za t i ons i n  Canada  shou l d  pay a t ten t i on  to  the  ob l i ga t i on  to
p rovi de  con tro l  ove r the  l eve l  o f  de ta i l  p rovi ded  to  i nd i vi dua l s,  fo r exam p l e  by o ffe ri ng  l aye rs o f  e l uci da t i on  tha t  span  the  i n te rp re tab i l i ty/exp l a i nab i l i ty
d i vi de .

Organ i za t i ons tha t  need  to  p rovi de  exp l ana t i ons o f  how i n fo rm at i on  m oves wi th i n  a  system  i n  o rde r to  exp l a i n  how i t  i s co l l ected ,  used  and  d i scl osed
shou l d  consi de r i nvest i ng  t i m e  i n  the  l aye red  approach .  Fo r exam p l e ,  o rgan i za t i ons can  p rovi de  top -l eve l  sum m ari es tha t  p rovi de  j ust  enough
i n fo rm at i on  fo r i nd i vi dua l s i n  a  hu rry to  ge t  a  sense  tha t  the re  a re  m any pa rt i ci pan ts and  d i rect i ons i n  wh i ch  i n fo rm at i on  i s f l owi ng ;  a  second  l eve l  tha t
goes i n to  som e de ta i l ,  pe rhaps wi th  a  sum m ary b l ack-box d i ag ram ; and  a  th i rd  l aye r,  tha t  p rovi des a  cl ose r vi ew and  m ore  de ta i l ed  i n fog raph i cs.

Privacy challenge three: Privacy by design
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Between  the  requ i rem en ts to  ob ta i n  m ean i ng fu l  consen t  and  the  cha l l enges o f  ensuri ng  con tractua l  p ro tect i ons,  o rgan i za t i ons m i gh t  fee l  tha t  the
com p l exi t i es o f  the  edge  com put i ng  m ode l  fo r CAVs se rvi ces crea tes p ri vacy l aw ri sks tha t  a re  d i ff i cu l t  to  quan t i fy o r con tro l .  Fo r th i s reason ,
o rgan i za t i ons m ay wan t  to  consi de r Pri vacy by Desi gn  (PbD).  Wh i l e  a l ways good  p ract i ce ,  adop t i ng  a  PbD approach  m i gh t  be  pa rt i cu l a rl y use fu l  i n  the
CAVs m u l t i t i e r i n fo rm at i on  p rocessi ng  con texts.

PbD m eans ca l l s fo r p ri vacy be  taken  i n to  accoun t  th roughou t  the  eng i neeri ng  p rocess.  In  the  CAV edge  com put i ng  con text ,  th i s cou l d  t ransl a te  i n to
de te rm i n i ng  wha t  the  o rgan i za t i on  rea l l y needs to  co l l ect ,  use  o r d i scl ose ,  i n  o rde r to  p rovi de  the  se rvi ce ;  eng i neeri ng  the  system  to  st ri p  ou t  as m uch
persona l  i n fo rm at i on  as possi b l e ,  as ea rl y as possi b l e ,  i n  o rde r to  reduce  the  a t tack su rface  o f  the  system ; and  usi ng  advanced  techn i ques –  such  as
hom om orph i c encryp t i on ,  p ri va te  se t  i n te rsect i on ,  and  o the rs –  to  m i n i m i ze  exposure  o f  pe rsona l  i n fo rm at i on  as i t  m akes i ts way f rom  CAVs to  edge  to
cen tre .

T he  p ri nci p l es o f  PbD a re  som et i m es cri t i ci zed  as vague  and  no t  easi l y t ransl a ted  i n to  eng i neeri ng  p ract i ce .  In  fa i rness to  the  cham p i ons o f  PbD,
however,  i t  shou l d  be  m en t i oned  tha t  PbD i s a  se t  o f  p ri nci p l es,  no t  speci f i c p ract i ces.  By havi ng  eng i neers,  p roduct  owners and  o the r stakeho l de rs
absorb  those  p ri nci p l es,  o rgan i za t i ons can  pu t  them se l ves i n  a  posi t i on  to  fash i on  PbD so l u t i ons speci f i c to  a  pa rt i cu l a r se rvi ce ,  p roduct ,  o r l i ne  o f
busi ness.  M oreover,  wh i l e  the  m eri ts o f  speci f i c PbD p ri nci p l es can  be  deba ted ,  as a  who l e  they rep resen t  a  se t  o f  regu l a t i ve  i dea l s tha t  can  assi st
o rgan i za t i ons i n  reduci ng  the  ri sk o f  hand l i ng  and  t ransact i ng  pe rsona l  i n fo rm at i on .

Final word

Organ i za t i ons con fron t i ng  the  CAVs da ta  de l uge  wi l l  need  to  a rm  them se l ves wi th  a  va ri e ty o f  so l u t i ons.  Just  as edge  com put i ng  can  he l p  m ee t the
processi ng  cha l l enges,  consi de ra t i on  o f  the  m atte rs d i scussed  he re  can  he l p  o rgan i za t i ons to  m ee t p ri vacy l aw cha l l enges.

 See  e .g . ,  Au tom ot i ve  Edge  Com put i ng  Consort i um , “AECC Techn i ca l  Report  v2 .0 :  Dri vi ng  Da ta  to  the  Edge :  T he  Cha l l enge  o f  Da ta  T ra ff i c
Di st ri bu t i on ,” Ju l y 2020 ;  Au tom ot i ve  Edge  Com put i ng  Consort i um , “Opera t i ona l  Behavi o r o f  a  Hi gh  De f i n i t i on  M ap  App l i ca t i on  (Wh i te  Paper), ” M ay 26 ,
2020 ;  Prashan t  T i wari ,  “M anag i ng  the  Connected  Car Da ta  Tsunam i ” p resen ted  a t  Edge  Comput i ng  Worl d 2020 ,  Oct .  14 ,  2020 ;  Ken-i ch i  M ura ta ,  “Edge
Com put i ng  fo r the  Connected  & Au tonom ous Car, ” p resen ted  a t  Edge  Comput i ng  Worl d 2020 ,  Oct .  14 ,  2020 .

 T i wari ,  Prashan t ,  “M anag i ng  the  Connected  Car Da ta  Tsunam i ,” p resen ted  a t  Edge  Comput i ng  Worl d 2020 ,  Oct .  14 ,  2020 .  To  be t te r appreci a te  the
sca l e ,  consi de r:  1000  te rabytes = 1  pe tabyte ;  1000  pe tabytes = 1  exabyte .  Wh i l e  accu ra te  est i m a tes a re  ha rd  to  com e by,  Goog l e  i s though t  to  p rocess
approxi m a te l y 200  pe tabytes pe r day.

 See  e .g .  the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada ,  “Gu i de l i nes fo r ob ta i n i ng  m ean i ng fu l  consen t”,  M ay 18 ,  2020 .

 Ib i d .

 T he  European  Un i on ’s Genera l  Da ta  Pro tect i on  Regu l a t i on (GDPR) p rovi des si x l ega l  bases:  consen t ,  pe rfo rm ance  o f  a  con tract ,  a  l eg i t i m a te  i n te rest ,
a  vi ta l  i n te rest ,  a  l ega l  requ i rem en t,  and  pub l i c i n te rest :  see  a rt i cl e  6 ,  GDPR.

 Often  ra i sed  i n  the  con text  o f  A I ,  bu t  app l i cab l e  genera l l y.  M any system s tha t  we  i n te ract  wi th  eve ry day a re  i n te rp re tab l e  to  us,  bu t  no t  necessari l y
exp l a i nab l e ,  such  as m ob i l e  phones,  ca rs and  e l eva to rs.  Fo r m ost  peop l e ,  such  system s a re  b l ack boxes.  T h rough  experi ence ,  i nd i vi dua l s wi l l  com e to
associ a te  a  va ri e ty o f  i npu ts wi th  ou tpu ts,  react i ons o r responses,  and  can  a l so  m ake  successfu l  p red i ct i ons abou t  how one  o f  these  system s wou l d  react
to  a  ce rta i n  i npu t .  M ost  o f  us typ i ca l l y re l y on  i n te rp re tab i l i ty:  we  ski p  the  (m any) de ta i l s tha t  we  wou l d  no t  understand  anyway,  o r have  no  i n te rest  i n
taki ng  the  t i m e  to  l ea rn .  See  e .g .  Le i l an i  H.  Gi l p i n  e t  a l . ,  “Exp l a i n i ng  Exp l ana t i ons:  An  Overvi ew o f  In te rp re tab i l i ty o f  M ach i ne  Learn i ng,” Feb .  3 ,
2019 .

 See  e .g . ,  Ann  Cavouki an ,  “Pri vacy by desi gn :  T he  7  founda t i ona l  p ri nci p l es,” In fo rm at i on  and  Pri vacy Com m i ssi oner o f  On ta ri o ,  2009 .

 Berna rd  M arr,  “Wha t Is Hom om orph i c Encryp t i on?  And  Why Is I t  So  T ransfo rm at i ve? ” Fo rbes,  Novem ber 2019 .

 Hao  Chen ,  K i m  La i ne  and  Pe te r Ri nda l ,  “Fast  Pri va te  Se t  In te rsect i on  f rom  Hom om orph i c Encryp t i on,” CCS '17  Proceed i ngs o f  the  2017  ACM  SIGSAC
Confe rence  on  Com pute r and  Com m un i ca t i ons Securi ty,  October 2017 .

 Je roen  van  Rest ,  "Desi gn i ng  Pri vacy-by-Desi gn ,"  Desi gn i ng  Pri vacy by Desi gn :  Lectu re  No tes i n  Compute r Sci ence (2014) pp .  55–72 ;  Seda  Gurses,
Carm e l a  T roncoso ,  and  Cl aud i a  Di az,  “Eng i neeri ng  Pri vacy by Desi gn ."

By:  M ax Ja rvi e

Servi ces:  Di spu tes,  Insu rance  Cl a i m  De fence,  T ransporta t i on ,  Au tom ot i ve ,  Au tonom ous Veh i cl es
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