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Lois canadiennes, américaines, britanniques et européennes entourant l’Internet des
objets

Cet a rt i cl e  p résen te  l es fa i ts sa i l l an ts du  w eb i na i re  su r l ’ IdO s’ i nscri van t  dans l a  sé ri e  de  BLG su r l es techno l og i es émergen tes.

Les appare i l s connectés gagnen t  en  popu l a ri té ,  en tre  au tres dans l es secteu rs des so i ns de  san té ,  des sci ences de  l a  vi e ,  du  t ransport ,  des
i n frastructu res,  de  l a  fab ri ca t i on ,  des f i nances e t  de  l ’ag ri cu l tu re .

Dans l e  cad re  de  l a  sé ri e  su r l es techno l og i es ém ergen tes de  BLG, no tre  associ ée  Edona  Vi l a s’est  en tre tenue  avec deux avoca tes spéci a l i sées dans l a
responsab i l i té  du  fa i t  du  p rodu i t  e t  l a  sécuri té  des p rodu i ts,  Rache l  Raphae l,  associ ée  chez Crowe l l  &  M ori ng ,  e t  Ka t i e  Chand l e r,  associ ée  chez Tayl o r
Wessi ng .  Ensem b l e ,  e l l es on t  d i scu té  de  l ’é ta t  actue l  de  l a  l ég i sl a t i on  en tou ran t  l ’In te rne t  des ob j e ts (IdO) dans d i ve rs te rri to i res,  com m e l es Éta ts-Un i s,
l e  Royaum e-Un i ,  l ’Un i on  eu ropéenne  e t  l e  Canada ,  pa rt i cu l i è rem en t en  ce  qu i  concerne  l es quest i ons de  con fo rm i té  e t  l es dé f i s connexes de  m êm e
que  l es p ra t i ques op t i m a l es pour l es en trep ri ses qu i  dép l o i en t  des so l u t i ons IdO au-de l à  l es f ron t i è res.

Le  som m ai re  qu i  su i t  expose  l a  m an i è re  don t  l es l o i s exi stan tes dans d i ve rs te rri to i res peuven t  s’app l i que r aux quest i ons l i ées à  l ’In te rne t  des ob j e ts au
Canada ,  aux Éta ts-Un i s e t  en  Europe .  Pour tou t  savo i r su r l es en j eux de  con fo rm i té ,  vous pouvez vi si onner l ’en reg i st rem en t du  web i na i re ,  d ’une  du rée
de  30  m i nu tes,  ou  p rendre  conna i ssance  de  sa  t ranscri p t i on*.

Lois actuelles concernant l’ Internet des objets : ce qui se fait ici et ailleurs

À m esure  que  l es appare i l s de  l ’IdO se  dém ocra t i sen t  dans p l usi eu rs secteu rs,  l es gouvernem ents do i ven t  exam i ner l a  l ég i sl a t i on  en  vi gueur e t
dé te rm i ne r si  de  nouve l l es l o i s s’i m posen t .

États-Unis

Que ce  so i t  au  pa l i e r fédé ra l  ou  à  l ’éche l l e  des Éta ts,  nos vo i si ns du  Sud  ne  se  son t  pas do tés de  beaucoup  de  po l i t i ques qu i  ci b l en t  l a  rég l em en ta t i on
des appare i l s de  l ’IdO de  façon  g l oba l e ;  tou te fo i s,  ce rta i ns Éta ts,  don t  l a  Ca l i fo rn i e ,  on t  adop té  des l o i s qu i  l es vi sen t  spéci f i quem ent.   En trée  en
vi gueur au  débu t  de  2020 ,  l a  l o i  de  l a  Ca l i fo rn i e  su r l ’IdO i m pose  aux fab ri can ts d ’appare i l s connectés l ’ob l i ga t i on  d ’équ i pe r l eu rs appare i l s de
certa i nes ca racté ri st i ques de  sécuri té  qu i  cad ren t  avec l eu r na tu re  e t  l eu r fonct i on  e t  avec l es rense i gnem ents qu ’i l s recue i l l en t .

P l usi eu rs no rm es secto ri e l l es am éri ca i nes o ff ren t  éga l em en t ce rta i nes l i gnes d i rectri ces,  com m e ce l l es de  l ’AST M  (o rgan i sm e anci ennem ent connu  sous
l e  nom  d ’Am eri can  Soci e ty fo r Test i ng  and  M ate ri a l s),  gu i de  pa r exce l l ence  pour ce  qu i  est  d ’assu re r l a  sécuri té  de  p rodu i ts de  consom m at i on
connectés;  e l l es aborden t  no tam m ent l a  quest i on  des m i ses à  j ou r à  d i stance ,  des l og i ci e l s e t  des m i cro l og i ci e l s,  du  ri sque  de  con f i gu ra t i on  e t  de
certa i ns con trô l es de  cybersécuri té .  De  p l us,  Underwri te rs’ Labora to ri es p ropose  une  co te  de  sécuri té  de  l ’IdO, qu ’e l l e  fou rn i t  au  te rm e d ’un  p rocessus
d ’éva l ua t i on  de  d i ve rses m éthodes d ’a t taques vi san t  ce rta i ns p rodu i ts i n te l l i gen ts.

M a l g ré  l e  m anque  re l a t i f  de  rég l em en ta t i on ,  ce rta i ns acteu rs de  l ’i ndustri e  e t  É ta ts donnen t  l e  ton  pour ce  qu i  touche  l a  no rm e de  d i l i gence .

Royaume-Uni et Union européenne

Bi en  que  l a  rég l em en ta t i on  e t  l a  l ég i sl a t i on  en tou ran t  l ’IdO con t i nuen t  d ’ém aner en  g rande  pa rt i e  de  ce  qu i  se  fa i t  dans l ’Un i on  eu ropéenne ,  ce rta i ns
changem ents su rvenus ap rès l e  Brexi t  d i st i nguen t  l e  rég i m e  b ri tann i que  de  ce l u i  de  l ’UE. Bon  nom bre  des act i vi tés de  t ra i tem en t sécuri sées l i ées à
l ’IdO se ron t  vi sées pa r l e  Règ l em ent généra l  su r l a  p ro tect i on  des données (RGPD),  l o i  eu ropéenne  rég i ssan t  l a  p ro tect i on  des données.  Com m e l es
appare i l s de  l ’IdO peuven t  t ra i te r des données pe rsonne l l es,  l es fou rn i sseurs concernés devron t  s’assu re r de  se  con fo rm er à  ce  règ l em en t.

La  cybersécuri té  est  un  au tre  aspect  essen t i e l .  En  p l us de  l a  Lo i  su r l a  cybersécuri té  de  l ’UE, une  m u l t i tude  de  l o i s son t  en  cours d ’é l abora t i on  dans
l ’UE e t  au  Royaum e-Un i  a f i n  de  rég l em en te r l es ri sques de  cybersécuri té  l i és aux p rodu i ts de  l ’IdO, don t  l a  d i rect i ve  NIS2 ,  qu i  énonce  des no rm es e t
des ob l i ga t i ons p réci ses en  m at i è re  de  cybersécuri té  po rtan t  no tam m ent su r l a  com m un i ca t i on  d ’i n fo rm at i on  i nstan tanée  e t  d ’au tres ob l i ga t i ons vi san t
l es fou rn i sseurs de  se rvi ces num éri ques,  e t  l a  Lo i  su r l a  cyberrési l i ence,  qu i  po i n t  à  l ’ho ri zon  e t  a  pour voca t i on  de  rég l em en te r l e  m a té ri e l
i n fo rm at i que  e t  l es l og i ci e l s,  en  pa rt i cu l i e r ceux qu i  com porten t  des é l ém en ts num éri ques.

En  ce  qu i  concerne  l a  sécuri té  des p rodu i ts,  l a  créa t i on  t rès récen te  de  l a  d i rect i ve  re l a t i ve  à  l a  sécuri té  des p rodu i ts,  l o i  eu ropéenne  approuvée
dern i è rem ent,  f i gu re  pa rm i  l es nouveaux déve l oppem ents.  I l  s’ag i t  en  fa i t  d ’une  ve rsi on  rem an i ée  des actue l l es Genera l  Product  Sa fe ty Regu l a t i ons
vi san t  à  l es m e tt re  à  j ou r com pte  tenu  des avancées techno l og i ques e t  num éri ques e t  à  eng l ober l es p rodu i ts physi ques com portan t  des é l ém en ts
l og i ci e l s e t  connectés.

Canada

À l ’heu re  actue l l e ,  l e  Canada  ne  d i spose  d ’aucune  l ég i sl a t i on  vi san t  p réci sém ent l ’IdO; son  approche  de  l a  rég l em en ta t i on  de  ces so l u t i ons est
généra l em en t f ragm enta i re .  On  s’a t tend  à  ce  que  l e  cad re  rég l em en ta i re  en tou ran t  l ’IA au  Canada  i n f l ue  su r l es so l u t i ons IdO p ropu l sées pa r ce t te
techno l og i e  ou  p résen tan t  des fonct i onna l i tés qu i  s’appu i en t  su r ce l l e -ci .

Le  Canada  p l anche  su r une  l ég i sl a t i on  adap tée  à  l ’IA qu i ,  l o rsqu ’e l l e  en tre ra  en  vi gueur,  devra i t  en tra îne r des m od i f i ca t i ons à  son  cadre  l ég i sl a t i f
ci b l an t  l es p rodu i ts de  consom m at i on .  Reste  à  vo i r com m ent l es choses évo l ue ron t  au  pays,  m a i s l e  cad re  vi san t  l ’IA au ra  ce rta i nem ent une  i nci dence
sur l es so l u t i ons susm ent i onnées.

* L’ en reg i st remen t e t  l a  t ranscri p t i on  son t  o f fe rts en  ang l a i s seu l emen t.

https://www.blg.com/fr/insights/2023/09/fr/people/v/vila-edon
ttps://www.crowell.com/en/professionals/rachel-raphae
ttps://www.taylorwessing.com/en/people/united-kingdom/london/katie-chandle
ttps://digital-strategy.ec.europa.eu/fr/policies/cybersecurity-ac
ttps://digital-strategy.ec.europa.eu/fr/library/cyber-resilience-ac


Transcription
Em erg i ng  Techno l og i es Seri es:  T he  In te rne t  o f  T h i ngs (IoT )

Edona
Vi l a

We l com e everyone  and  thank you  fo r j o i n i ng  us i n  ou r em erg i ng  web i na r se ri es wi th  today’s d i scussi on  focussed  on  the  deve l op i ng  IoT  l aw
across j u ri sd i ct i ons.  Fo r today’s d i scussi on  we ’re  j o i ned  by two  p roduct  l i ab i l i ty and  p roduct  sa fe ty l awyers,  Rache l  Raphae l  o f  Crowe l l  &
M ori ng  to  p rovi de  the  U.S.  pe rspect i ve  and  Ka t i e  Chand l e r o f  Tayl o r Wessi ng  to  p rovi de  the  U.K.  and  EU perspect i ves.  I ’d  l i ke  to  i n t roduce
bo th  pane l i sts fo rm a l l y bu t  I  see ,  o r you  see ,  a l so ,  on  your screen ,  you ’l l  have  the i r con tact  i n fo rm at i on  as we l l .  M y nam e i s Edona  Vi l a ,
and  I ’m  a  pa rtne r i n  the  Toron to  o ff i ce  a t  BLG, focussi ng  on  p roduct  l i ab i l i ty and  p roduct  sa fe ty genera l l y,  a l though  m ost  o f  the  t i m e  I ’m  a
l i t i ga to r i n  re l a t i on  to  p roduct  d i spu tes.

Bu t  i n  te rm s o f  ou r pane l i sts today,  I  d i d  wan t  to  say a  few words,  so  you  ge t  to  know them  a  l i t t l e  be t te r.  Rache l  i s a  Partne r a t  Crowe l l  &
M ori ng  where  she ’s a  m em ber o f  the  f i rm ’s M ass Tort  Product  and  Consum er L i t i ga t i on  and  Product  Ri sk M anagem ent g roups.  Rache l
advi ses cl i en ts on  a  range  o f  consum er p roducts’ i ssues wi th  focus on  p roduct  sa fe ty and  regu l a to ry com p l i ance .  Rache l ’s p ract i ce  focuses
on  a  b road  spectrum  o f  com p l ex com m erci a l ,  consum er and  re ta i l  l i t i ga t i on ,  i ncl ud i ng  de fend i ng  cl ass act i ons and  m u l t i -d i st ri ct  l i t i ga t i on .

Now I ’d  l i ke  to  i n t roduce  you ,  Ka t i e .  Ka t i e  i s a  Partne r,  as I  sa i d ,  a t  Tayl o r Wessi ng .  She ’s based  ou t  i n  London ,  U.K.  She  l eads the  Product
L i ab i l i ty and  Product  Sa fe ty team  i n  the  U.K.  a t  Tayl o r Wessi ng .  She ’s a  l i t i ga to r wi th  b road  experi ence  i n  the  techno l ogy,  l i fe  sci ences,
au tom ot i ve ,  consum er and  re ta i l ,  and  food  and  d ri nk secto rs.  Ka t i e  regu l a rl y works wi th  cl i en ts i n  the  techno l ogy secto r wi th  a  focus on
em erg i ng  techno l ogy such  as au tom ated  veh i cl es.  T ha t ’s one  connected  asse t  tha t  we  have  i n  com m on, Ka t i e ;  3D p ri n t i ng  and  In te rne t  o f
T h i ngs,  tha t ’s ve ry ap ropos fo r today’s d i scussi on .

So  j ust  to  p rovi de  a  b i t  a  roadm ap o f  ou r d i scussi on  today,  we ’l l  canvass two  segm ents.  In  the  f i rst  segm ent,  we ’l l  d i scuss a  l i t t l e  b i t  the
cu rren t  sta te  o f  IoT  l aw across j u ri sd i ct i ons i n  the  U.S. ,  U.K. ,  EU and  Canada  and  fo r the  second  segm ent,  we ’l l  focus on  com p l i ance  i ssues,
com p l i ance  cha l l enges and  best  p ract i ces fo r busi nesses dep l oyi ng  IoT  so l u t i ons across bo rde rs.

So  wi thou t  fu rthe r ado ,  we ’l l  sta rt  o ff  wi th  ou r f i rst  segm ent on  the  cu rren t  sta te  o f  IoT  l aw. We ’l l  engage  i n  a  l eve l  se t t i ng ,  i f  you  wi l l .  So
perhaps Rache l ,  we ’l l  sta rt  o ff  wi th  you ,  ou r ne i ghbours to  the  sou th ,  who  a re  the  reci p i en t  o f  m uch  o f  the  Canad i an  sm oke  i ssues ri gh t  now
wi th  the  wi l d f i res (l augh i ng ).  Swi tch i ng  gears i n  te rm s o f  the  cu rren t  sta te  o f  IoT  l aws,  wha t ’s b rewi ng  i n  you r j u ri sd i ct i on?

Rache l
Raphae l

Sure .  So ,  i n  the  US the re  a re  no t  m any po l i ci es a t  the  Federa l  o r S ta te  l eve l  tha t  a re  focussi ng  on  regu l a t i on  o f  IoT  devi ces m ore
genera l l y.  T here  a re  som e sta tes tha t  have  adop ted  IoT  speci f i c secu ri ty l aws.  One  o f  the  f i rst  adop te rs o f  those ,  f rankl y no t  su rp ri si ng ,  i s
Ca l i fo rn i a .  Ca l i fo rn i a ’s IoT  l aw was enacted  a t  the  beg i nn i ng  o f  2020  and  i m posed  a  securi ty requ i rem en t fo r m anu factu re rs’ o f  connected
devi ces.  Requ i res those  devi ces to  be  equ i pped  wi th  ce rta i n  securi ty fea tu res,  a l l  ta i l o red  to  the  na tu re  and  funct i on  o f  the  devi ce  and  the
i n fo rm at i on  i t  co l l ects.  And  the re  a re  a l so  severa l  i ndustry standards ou t  the re  tha t  p rovi de  gu i dance .  You  have  AST M , the  standard  gu i de
fo r ensuri ng  the  sa fe ty o f  connected  consum er p roducts wh i ch  p rovi des gu i de l i nes fo r d i ffe ren t  th i ngs l i ke  rem ote  upda tes o r so f tware  and
f i rm ware ,  con f i gu ra t i on  ri sk and  ce rta i n  cybersecuri ty con tro l s.  You  a l so  have  an  o rgan i za t i on  ca l l ed  Underwri te rs’ Labora to ri es he re  i n  the
US tha t  have  an  IoT  securi ty ra t i ng .  So  i t ’s an  eva l ua t i on  p rocess tha t  ra tes ce rta i n  sm art  p roducts on  com m on a t tack m ethodo l ogy wi th
va ri ous l eve l s o f  secu ri ty ra t i ngs.

So ,  you  know, desp i te  the  ki nd  o f  re l a t i ve  l ack o f  regu l a t i on ,  the re  a re  som e i ndustry acto rs as we l l  as som e sta tes tha t  ki nd  o f  se t  the  f l oo r
when  i t  com es to  the  standard  o f  ca re  he re .

Edona
Vi l a

Very he l p fu l .  M ovi ng  across the  At l an t i c,  we ’l l  go  to  Ka t i e  wi th  so rt  o f  the  sta te  o f  p l ay i n  the  U.K.  and  EU i n  respect  o f  IoT  l aw genera l l y
and  speci f i c regu l a t i on  o r l eg i sl a t i on  a round  IoT.

Ka t i e
Chand l e r

Sure ,  so ,  I  m ean  a t  the  m om ent,  i t  does st i l l  de ri ve  f rom  EU l aw p redom i nan t l y and  post  Brexi t ,  you  know, the re  have  been  som e changes
and  the re  a re  som e new l aws com i ng  wh i ch  wi l l  separa te  the  so rt  o f  U.K.  reg i m e  f rom  the  EU reg i m e . Bu t ,  fo r the  pu rposes o f  th i s,  I ’l l  so rt
o f  b road l y ta l k abou t  them  as,  you  know, a  m arri age ,  st i l l  a  m arri age .  T h i s rea l l y,  i t ’s a  hodgepodge  o f  l aws and  regu l a t i ons tha t  com e f rom
the  so rt  o f  genera l  um bre l l a  l eg i sl a t i on  fo r da ta  p ro tect i on .  So  m any o f  the  sa fe  p rocessi ng  act i vi t i es i nvo l ved  i n  IoT  wi l l  fa l l  wi th i n  the
space  o f  the  genera l  da ta  p ro tect i on  regu l a t i on  and  you  know, IoT  devi ces can  p rocess pe rsona l  da ta ,  so  you  know, IoT  p rovi de rs have  to
ensure  tha t  they a re  com p l yi ng  wi th  those  requ i rem en ts under the  GDPR. Cybersecuri ty i s obvi ousl y ano the r key fea tu re  and  the re ’s a  who l e
ra f t  o f  l eg i sl a t i on  and  EU l eg i sl a t i on  and  tha t  wh i ch  then  i s com m enced  i n  the  U.K.  to ,  you  know, t ry and  regu l a te  the  cybersecuri ty ri sks i n
re l a t i on  to  IoT  p roducts ou tsi de  the  Securi ty Act .  Um m m  we ’ve  go t  the  NIS2  Di rect i ve  wh i ch  se ts ou t  pa rt i cu l a r cybersecuri ty standards and
ob l i ga t i ons on  i nstan t  report i ng  and  o the r pa rt i cu l a r ob l i ga t i ons on  d i g i ta l  se rvi ce  p rovi de rs and  then  we ’ve  go t  som e p roposa l s com i ng
down the  p i pe  fo r the  Cyber Resi l i ence  Act wh i ch  i s on  the  ho ri zon  and  i t ’s a i m i ng  to  focus securi ty on  ha rdware  and  so f tware  and
part i cu l a rl y the  so f tware  wi th  d i g i ta l  e l em en ts.  So  we  a re  ta l ki ng  abou t  sm art  hom e devi ces as we l l .  No t  en t i re l y cl ea r a t  the  m om ent when
tha t  wi l l  com e i n to  fo rce  bu t ,  you  know, we ’re  p robab l y l ooki ng  a t  the  next  coup l e  o f  yea rs.

And  then  on  the  so rt  o f  p roduct  sa fe ty si de ,  the re  has been  a  ve ry recen t  deve l opm ent wh i ch  i s the  i n t roduct i on  o f  the  new p roposed
Genera l  Product  Sa fe ty Di rect i ve .  Now, th i s i s European  l eg i sl a t i on .  Post  Brexi t  i t  won ’t  be  d i rect l y app l i cab l e  i n  the  U.K. ,  bu t  basi ca l l y i t ’s
a  re -work o f  the  Genera l  Product  Sa fe ty Regu l a t i ons wh i ch  a re  cu rren t l y i n  fo rce  to  b ri ng  i t  up  to  da te  wi th  the  d i g i ta l  age  and
advancem ents i n  techno l ogy and  to  exp ressl y re fe r to  and  cover those  p roducts where  a  physi ca l  p roduct  m ee ts a  so f tware  and  connected
e l em ent to  i t .  T he  text  o f  the  new Genera l  Product  Sa fe ty Di rect i ve  was approved  on l y a  coup l e  o f  weeks ago  and  i t  i s now adm i t ted  i n to
EU l aw and  wi l l  be  app l i cab l e  by the  end  o f  next  yea r.  And  j ust  so rt  o f  a t  a  ve ry h i gh  l eve l  and  I  know we ’ve  go t  l o ts to  d i scuss today,  i t
cove rs those  p roducts tha t  a re  no t  caugh t  by secto r speci f i c p roducts.  And  so  you ’ve  go t  m ed i ca l  devi ces tha t  fa l l  under the  European
Leg i sl a t i on  o f  the  M ed i ca l  Devi ces Regu l a t i on ,  you ’ve  go t  toys tha t  fa l l  under the  Toy Sa fe ty Regu l a t i on ,  cosm et i cs,  o the r p roducts.  T he
Genera l  Product  Sa fe ty Regu l a t i ons and  now the  new Genera l  Product  Sa fe ty Di rect i ve  i s a  so rt  o f  ove r-a rch i ng  p ro tect i on  i n  respect  o f  the
genera l  consum er p roduct .  Bu t  why i t ’s i n te rest i ng ,  i s i t  has now, you  know, so rt  o f  g rapp l e  wi th  som e so rt  o f  f ram ework a round  the  sa fe ty o f
IoT  p roducts.  T he  M ed i ca l  Devi ces Regu l a t i on  has done  tha t  as we l l  and  the  upda tes to  tha t  i n  2021  were  to  m ake  i t  cl ea r tha t  any
con fo rm i ty assessm ent and  m arke t i ng  au tho ri za t i on  fo r a  so rt  o f  d i g i ta l  hea l th  p roduct  tha t  was i nco rpo ra t i ng  IoT,  was go i ng  to  fa l l  wi th i n
tha t  reg i m e  and ,  bu t  as I  say,  som e o f  the  o the r l eg i sl a t i on  hasn ’t  qu i te  caugh t  up .

Bu t  j ust  rea l l y b ri e f l y,  wha t  the  Genera l  Product  Sa fe ty Di rect i ve  i s now expressl y p rovi d i ng  fo r i s,  you  know, i n te rconnected  p roducts.  So
where  the re  i s a  p roduct  tha t  i s i n te rconnected  to  o the r i tem s and  then ,  you  know, i t  fa l l s under th i s reg i m e  and  i t  a l so  seeks to  expand
aspects o f  how you  assess the  genera l  sa fe ty o f  tha t  p roduct .  So  you  wou l d  l ook a t  the  warn i ngs,  the  l abe l s,  the  i nstruct i ons fo r use .  Bu t
now th i s new l eg i sl a t i on  i s speci f i ca l l y i ncl ud i ng  the  e ffects on  o the r p roducts where  i t ’s reasonab l y fo reseeab l e  tha t  i t  wi l l  be  used  i n  o the r
p roducts.  So  aga i n  th i s i s go i ng  to  the  i n te rconnect i on  po i n t ,  the  e ffect  tha t  o the r p roducts m i gh t  have  on  tha t  p roduct  where  i t ’s you  know,
be i ng  used  o r,  you  know, i ncl ud i ng  so rt  o f ,  the  e ffect  o f  non-em bedded  i tem s, wha t ’s the  e ffect  o f  cybersecuri ty fea tu res and  po ten t i a l
m a l i ci ous th i rd  pa rty ri sks,  wha t ’s requ i red  to  p ro tect  the  p roduct  and  i t ’s sa fe ty,  i f  the re  a re  evo l vi ng  l ea rn i ng  and  p red i ct i ve
funct i ona l i t i es,  so  th i s i s o f  re l evance ,  to  i t ’s A I  system . And  rea l l y i m portan t l y,  wha t ’s the  sta te  o f  the  a rt  and  techno l ogy tha t  i s so rt  o f
app l i cab l e  fo r the  op i n i on  i n  te rm s o f  understand i ng  the  sa fe ty o f  tha t  p roduct .  So  a  rea l  sh i f t  and  m ove  towards ge t t i ng  i t  up  to  da te .  And
I ’l l  j ust  say ve ry b ri e f l y,  i t ’s no t  go i ng  to  app l y i n  the  U.K.  because  o f  Brexi t .  Bu t  ou r p roduct  sa fe ty,  ou r p roduct  o f  sa fe ty standards i s
conduct i ng  i ts own  assessm ent and  revi ew o f  the  cu rren t  reg i m e  because  the  genera l  understand i ng  and  vi ew i s tha t  these  exi st i ng  l aws a re
ve ry o l d  and  tha t  th i s pa rt i cu l a r l eg i sl a t i on  i s 20  years o l d .  We ’ve  go t  p roduct  l i ab i l i ty l eg i sl a t i on  tha t  i s 35  years o l d .  Doesn ’t  necessari l y
cover IoTs.



Edona
Vi l a

T ha t ’s ve ry i n te rest i ng  and  a  pe rfect  segway i n to  m y next  quest i on  and  j ust  b ri e f l y fo r those  tun i ng  i n  and  ce rta i n l y f rom  a  Canad i an
perspect i ve ,  we  don ’t  have  IoT  speci f i c l eg i sl a t i on  ye t .  Ve ry m uch  o f  us a re  o f  a  p i ece  m ea l  approach  o f  regu l a t i ng  IoT  so l u t i ons across
Canada ,  bu t  we  do  have  an  i n te rest i ng  deve l opm ent when  i t  com es to  AI  speci f i c l eg i sl a t i on  tha t  d i ssi pa ted  to  a l so  cause  som e
am endm ents to  ou r consum er p roduct  l eg i sl a t i ve  f ram ework when  i t  does i t  com e i n to  fo rce .  I t ’s no t  an t i ci pa ted  to  com e i n to  fo rce  any t i m e
soon .  Any t i m e  soon  be i ng  th i s yea r,  i t ’s j ust  m aki ng  i ts way th rough  ou r federa l  system  ri gh t  now. I  th i nk i ts j ust  passed  second  read i ng  and
so  i t  wi l l  be  i n te rest i ng  to  see  i n  te rm s how we  m ove  i n  ou r j u ri sd i ct i on ,  bu t  ce rta i n l y ou r A I  regu l a to ry f ram ework i s an t i ci pa ted  to  i m pact
those  IoT  so l u t i ons tha t  a re  AI  em powered ,  and  have  those  AI  fea tu res th rough  them . In  te rm s o f  posi t i on i ng  i t  seem s l i ke  we  a re  posi t i oned
a t  l east  fo r the  p roposed  AI  regu l a to ry schem e, som ewhere  i n  be tween  where  the  EU i s and  where  som e U.S.  S ta tes a re .  ve ry m uch  how
Canada  m oves i n  th i s space ,  so  pe rhaps no t  com p l e te l y su rp ri si ng .  So  j ust  tagg i ng  a l ong  i n  te rm s o f  the  next  p i ece ,  Ka t i e  you  touched  on
th i s,  so  m aybe  I ’l l  swi tch  gears wi th  U.S.  pe rspect i ve  wi th  Rache l ,  bu t  i s the re  a  gap ,  Rache l ,  i n  the  cu rren t  regu l a to ry f ram ework i n  the  U.S.
i n  regu l a t i ng  IoT  and  i f  so ,  how i s i t  be i ng  addressed?

Rache l
Raphae l

Sure  and  I ’l l  say,  you  know tha t  I ’m  obvi ousl y speaki ng  g i ven  m y background  f rom  the  i n te rconnect i ve  p roducts’ p roduct  sa fe ty l ense ,  when  I
ta l k abou t  th i s and  tha t  ki nd  o f  i n fo rm ed  m y p ri o r answer wh i ch  you  know, was the  po i n t  tha t  l i ke  Canada  I  th i nk i t ’s rea l l y been  l e f t  up  to
the  Sta tes thus fa r and  i t ’s a  b i t  o f  a  pa tch  work.  So  g i ven  the  l ack o f  som e ki nd  o f  un i fo rm  regu l a t i on  the re  a re  som e gaps to  f i l l .  I  do  th i nk
tha t  IoT  p roducts and  the  ri sk associ a ted  wi th  those  p roducts a re  ce rta i n l y on  the  radar o f  m any U.S.  regu l a to ry agenci es and  tha t  i ncl udes
the  Consum er Product  Sa fe ty Com m i ssi on  and  the  Federa l  T rade  Com m i ssi on ,  the  Na t i ona l  Hi ghway T ra ff i c Sa fe ty Adm i n i st ra t i on  and  the
FT C i n  the  U.S.  rem a i ns,  ki nd  o f  the  na t i on ’s l ead   da ta  securi ty and  p ri va te  en fo rce r a t  the  federa l  l eve l ,  and  i ts vi ew o f  those  i ssues has
si gn i f i can t  ram i f i ca t i ons fo r the  com pan i es tha t  m ake ,  d i st ri bu te  and  se l l  i n te rne t  connect i ve  p roducts bu t  com pan i es a re  ki nd  o f  l a rge l y
l e f t  to  cobb l e  toge the r m uch  o f  the  gu i dance  by l ooki ng  a t  wha t  S ta tes have  done  and  l ooki ng  a t  you  know, past  en fo rcem ent act i ons fo r
exam p l e .  I  th i nk we  a re  sl owl y worki ng  towards som eth i ng  tha t  i s consi de red  un i ve rsa l l y accep tab l e  and  tha t ’s where  ki nd  o f  f i l l i ng  i n  the
gap  f i ts i n .  Ve ry recen t l y i n  Apri l ,  gu i dance  was pub l i shed  by the  Cybersecuri ty and  In f rastructu re  Securi ty Agency a l ong  wi th  FBI,  NSA and
o the r cybersecuri ty au tho ri t i es a round  the  worl d  tha t  a re  a  step  i n  tha t  d i rect i on .  T h i s gu i dance  i s ca l l ed  sh i f t i ng  the  ba l ance  o f
cybersecuri ty ri sk and  i t ’s the  f i rst  o f  i ts ki nd .  I t  ou t l i nes severa l  co re  p ri nci p l es to  gu i de  so f tware  m anu factu re rs when  they a re  bu i l d i ng
so f tware  securi ty i n to  the i r desi gn  p rocesses p ri o r to  deve l op i ng ,  con f i gu ri ng  and  sh i pp i ng  the i r p roducts.  I  th i nk h i sto ri ca l l y i t ’s o f ten  been
ki nd  o f  though t  on  as an  add  on  o r an  a f te r though t  and  the  i dea  o f  th i s gu i dance  i s to  m ake  i n teg ra l ,  ki nd  o f  an  each  stage  o f  the
deve l opm ent p rocess.  And  the re  a re  a  coup l e  o f  co re  p ri nci p l es tha t  I  wi l l  j ust  m en t i on  b ri e f l y.  T he  f i rst  i s ki nd  o f  taki ng  ownersh i p  o f  the
securi ty ou tcom e. So  you  know, securi ty shou l d  be  the  base l i ne ,  i s the  i dea ,  and  p roducts shou l d  au tom at i ca l l y enab l e  the  m ost  i m portan t
securi ty con tro l s tha t  a re  needed  to  p ro tect ,  you  know the  p roduct ,  the  i n fo rm at i on  tha t  they co l l ect ,  e tc.  f rom  ki nd  o f  m a l i ci ous cyber
acto rs.  Ano the r p ri nci p l e  has to  do  wi th  em braci ng  t ransparency and  accoun tab i l i ty and  a l so  bu i l d i ng  the  ri gh t  o rgan i za t i ona l  st ructu re
even  f rom  the  execu t i ve  l eve l  on  down, tha t  p ri o ri t i zes so f tware  securi ty as a  cri t i ca l  e l em en t o f  p roduct  deve l opm ent.  And  then  as
m ent i oned  ki nd  o f  the  them e o f  the  gu i de  codes tha t  th i s new gu i dance  se ts ou t  i s i n teg ra t i ng  securi ty as ea rl y as possi b l e  i n to  tha t  desi gn
process fo r IoT  connected  p roducts.

Edona
Vi l a

T hanks Rache l ,  and  Ka t i e  I  know you  touched  b ri e f l y on  th i s bu t  wha t  a re  you  see i ng  i n  te rm s o f  gaps i n  you r j u ri sd i ct i ons.  I  app reci a te  you
coveri ng  the  EU perspect i ve  as we l l ,  and  whe the r i t  i s … a re  you  see i ng  so rt  o f  a  m ore  si l oed  approached  to  regu l a t i ng  d i ffe ren t  types o f
connected  asse ts i n  te rm s o f  wha t ’s,  wha t ’s cu rren t l y ci rcl i ng?

Ka t i e
Chand l e r

So  EU i s p re t ty,  we l l  i t ’s m ovi ng  p re t ty fast ,  I  wou l d  say and  the  U.K.  i s sl ower.  In  te rm s o f  the  gap ,  the re  i s,  I ’m  j ust  l eavi ng  da ta  p ro tect i on
asi de  and  po ten t i a l l y cybersecuri ty the re ’s qu i te  a  l o t  com i ng  down the  p i pe  on  tha t .  Bu t  l i ke  the  l i ab i l i ty f ram ework i s where  the re  has
been  rea l  gap  and  the  uncerta i n ty tha t  com es wi th  whe the r o r no t  they can  see  the  sa fe ty l aws as they cu rren t l y stood  app l i es to  IoTs and
you  know wha t so rt  o f  l i ab i l i ty reg i m e  wou l d  they fa l l  wi th i n ,  because  o f  cou rse ,  the  quest i on  o f  l i ab i l i ty a re  com p l ex.  You  know the re ’s the
ri sk o f  th i rd -pa rty i nvo l vem ent,  who  can  hack and  access the  IoT  and  cause  a  p rob l em  wh i ch  m i gh t  l ead  to  ha rm . T here ’s the  desi gn  de fects
and  desi gn  securi ty f l aws tha t  Rache l  was j ust  d i scussi ng  and  the re ’s a l so  po ten t i a l l y wha t  the  custom er and  use r m i gh t  do  tha t  m i gh t  l ead
to  any so rts o f  dam age  and  o r any so rt  o f  fa i l u re  and  o f  cou rse  you  know the  upda tes tha t  the  so f tware  deve l opers p rovi de  o f  cou rse .  So  a l l
o f  these  so rt  o f  quest i ons o f  l i ab i l i ty rea l l y haven ’t  been  dea l t  wi th  and  wh i l st  the  genera l  p roduct  sa fe ty d i rect i ve  tha t  I  m en t i oned  goes
som e way to  addressi ng  the  so rt  o f  sa fe ty reg i m e , the  l i ab i l i ty reg i m e  i s st i l l  ve ry m uch  uncl ea r and  the  p roduct  l i ab i l i ty d i rect i ve  wh i ch  i s
the  EU l eg i sl a t i on  and  i s i m p l em ented  i n  o r l oca l l y am ong  the  m em ber sta tes and  i n  the  U.K.  i s i m p l em ented  under the  Consum er
Pro tect i on  Act  and  does no t  necessari l y,  as i t  cu rren t l y stands and  i t ’s f i ve  years o l d ,  cove r IoTs because  the  IoTs a re ,  they a re  no t  m u tab l e
tang i b l e  goods,  so  you ’ve  go t  IoTs tha t  a re  ecosystem s, tha t  you  know have  go t  a  l o t  o f  range  o f  e l em en ts and  you  know som e em bedded
i n to  ha rdware ,  som e no t .  So  the  b i g  quest i on  a round  so f tware  and  wha t  the  so f tware  fa l l s wi th i n  the  exi st i ng  p roduct  l i ab i l i ty reg i m e , has
been  one  tha t  has been  deba ted  heavi l y.  Bu t  j ust  ve ry b ri e f l y,  be i ng  consci ous t i m e ,  wha t  has happened  i n  the  EU i s tha t  they a re  taki ng
th i s ve ry cen tra l i zed  approach  to  the  l i ab i l i ty f ram ework fo r IoTs,  fo r A I  i n teg ra ted  system s and  l ooki ng  ahead  fo r wha teve r the  fu tu re  m ay
ho l d  i n  re l a t i on  to  advanced  techno l og i es.  T hey have  cu rren t l y go i ng  th rough  the  European  pa rl i am en t i s the  AI  Act  and  I  won ’t  ta l k abou t
tha t  i n  de ta i l  today because  we  a re  focusi ng  on  IoTs,  bu t  the re ’s the  AI  Act ,  the re ’s the  AI  l i ab i l i ty and  d i rect i ve  wh i ch  i s be i ng  p roposed
wh i ch  i s the  f i rst  o f  i ts ki nd  and  then  the re  i s a  en t i re l y new d ra f t  o f  the  Product  L i ab i l i ty Di rect i ve .  T ha t  wi l l  no t  app l y to  the  U.K.  post-
Brexi t  bu t  i t ’s ve ry i m portan t  fo r any com pany who  i s p l aci ng  p roducts i n  the  EU m arke t ,  i ts cu rren t l y go i ng  th rough  the  European
parl i am en t fo r deba te ,  and  the re  m i gh t  be  som e changes,  bu t  the  genera l  m ood  i s tha t  i t  wi l l  p robab l y stay as p roposed  i n  the  d ra f t ,  by
and  l a rge  … the re  m i gh t  be  som e am endm ents,  bu t  tha t  cou l d  com e i n to  p l ace  as soon  as so rt  o f  the  next  18  m on ths to  2  years,  bu t  ge t t i ng
the  crux o f  why tha t ’s i m portan t  i s tha t  tha t ’s a  st ri ct  l i ab i l i ty reg i m e  so  a  consum er who  su ffe rs ha rm  from  a  p roduct ,  doesn ’t  have  to
estab l i sh  fau l ts o r neg l i gence  on  the  pa rts o f  the  m anu factu re r o r,  now i n  the  new case ,  i n  the  new d ra f t ,  the  so f tware  deve l oper o r o the r
th i rd  pa rty tha t  has been  i nvo l ved  i n  the  desi gn  o f  the  p roduct ,  and  they j ust  need  to  estab l i sh  tha t  i t  was de fect i ve  and  som e key changes
tha t  the  new PLD by way o f  upda te ,  a re  b ri ng i ng  i n ,  wi l l  pu t  IoTs and  tech  and  com pan i es f i rm l y i n to  the  scope  o f  tha t  st ri ct  l i ab i l i ty
reg i m e . Di g i ta l  p roducts a re  go i ng  to  be ,  you  know now i n  scope  by way o f  wi dened  de f i n i t i on  o f  p roduct ,  so  so f tware  wi l l  be  caugh t  and
i t ’s de f i ned  and  i ncl udes em bedded  o r standa l one ,  i t  i ncl udes AI  system s, d i g i ta l  m anu factu ri ng ,  l i ke  3D p ri n t i ng ,  d i g i ta l  se rvi ces such  as
navi ga t i on  se rvi ces i n  au tonom ous veh i cl es fo r exam p l e .  So  tha t ’s go i ng  to  be  p roposed  because  the  de f i n i t i on  o f  p roducts i s go i ng  to  be
wi dened  to  som e rea l  exten t .  T he  expand i ng  de f i n i t i on  o f  wha t  dam age  i s covered  i s rea l l y re l evan t  as we l l  because  a t  the  m om ent,  you ’re
l i ab l e  i f  you r de fect i ve  p roduct  causes dea th  o r pe rsona l  i n j u ry.  T he  p roposed  am endm ents a re  suggest i ng  tha t  tha t  shou l d  be  wi dened  to
i ncl ude  l osses tha t  a ri se  a f te r the  l oss o r co rrup t i on  o f  da ta .  Persona l  i n j u ry cou l d  a l so  i ncl ude  som e so rt  o f  psycho l og i ca l  hea l th ,  som e so rt
o f  i m pact  tha t  i t  m i gh t  have  had  on  your m en ta l  hea l th ,  and  tha t  so rt  o f  b ri ngs i n to  deba te  som e i n te rest i ng  quest i ons a round  ch i l d ren ’s
p roducts,  fo r exam p l e ,  where  you ’ve  go t  a  connected  toy devi ce  o f  som e so rt  o r som eth i ng  where  the re  i s som e e l em en t o f  l oss o f  da ta  tha t
a l so  causes som e so rt  o f  physi ca l  hea l th  i m pact .  And  the re ’s a  m assi ve  quest i on  m ark as to  whe the r o r no t  tha t ’s go i ng  to  cross ove r wi th  the
GDPR and  wha t rea l l y i s th i s reg i m e  go i ng  to  l ook l i ke ,  wh i ch  rou te  i s th i s reg i m e  i s go i ng  to  take .  And  then  f i na l l y the re ’s a  new de f i n i t i on
o f  “de fect i veness” wh i ch  i s go i ng  to  f i rm l y b ri ng  i n  an  assessm ent o f  whe the r com p l ex system s l i ke  IoT  devi ces were  sa fe  as a  consum er was
en t i t l ed  to  expect .  I t ’s an  ob j ect i ve  so rt  o f  sa fe ty test  a t  the  m om ent bu t  i t ’s rea l l y cha l l eng i ng  i n  the  con text  o f  IoT ’s because  the
consum ers do  no t  know m uch  abou t  the  so f tware  beh i nd  the  IoT ’s.  I t ’s rea l l y d i ff i cu l t  to  deci de  whe the r the re  a re  devi ces funct i on i ng
properl y and  these  can  som et i m es act  au tonom ousl y,  m ake  i t  rea l l y ha rd  to  descri be  wha t  so rt  o f  l eve l  o f  sa fe ty i s tha t  shou l d  be  expected .
And  then  because  o f  a l l  these  d i ff i cu l t i es wi th  t ryi ng  to  estab l i sh  fo r the  consum er to  b ri ng  the i r cl a i m , because  we ’re  ta l ki ng  abou t
com p l ex p roducts,  they a re  suggest i ng  a  rad i ca l  change ,  and  th i s i s qu i te  si gn i f i can t  fo r European  cl i en ts and  European  com pan i es
because  they don ’t  have  the  reg i m e  o f  d i scl osu re  and  d i scovery l i ke  we  do  i n  the  U.K.  and  the  U.S.  T here ’s go i ng  to  be  an  ob l i ga t i on  on
m anu factu re rs to  g i ve  d i scl osu re  o f  som e docum ents a round  the  so l u t i ons and  po ten t i a l l y t rade  secre ts,  con f i den t i a l  i n fo rm at i on  tha t  they
wi l l  have  to  be  p ro tected  fo r i n  som e way,  bu t  the  l eg i sl a t i on  i s cu rren t l y d ra f ted .  I t ’s no t  a t  a l l  cl ea r on  tha t ,  bu t  th i s i s,  i n  a  way i t ’s a
rea l l y i m portan t  quest i ons abou t  the  pa rty da ta ,  o the r so rt  o f  po ten t i a l  da ta  tha t ’s em bedded  i n  the  IoT,  so  tha t  i s a  rea l  change  and  tha t ’s
rea l l y so rt  o f  caused  a  l o t  o f  deba te  f rom  stakeho l de rs,  so  i t ’s a  b i t  o f  wa tch  th i s space  on  tha t ,  bu t  the  l i ab i l i ty f ram ework wh i ch  i s be i ng
deve l oped  by the  EU and  the  European  Com m i ssi on  i s rea l l y so rt  o f  m ovi ng  a t  som e pace  so  eve rybody who  have  p roducts tha t  they m arke t
i n  the  EU m arke t  shou l d  be  we l l  aware  o f  those .

Edona
Vi l a

T ha t ’s fasci na t i ng  i n  te rm s o f  com pari ng  d i ffe ren t  j u ri sd i ct i ons because  fo r ou r next  segm ent,  we ’d  rea l l y l i ke  to  focus on  rea l l y these
com p l i ance  cha l l enges fo r ce rta i n l y com pan i es tha t  have  p roducts tha t  pass bo rde rs and  i n  th i s pa rt i cu l a r regu l a to ry f ram ework and
deve l op i ng  l i ab i l i ty f ram eworks,  wha t ’s you r… we ’l l  go  to  Rache l  f i rst .  Rache l ,  wha t  a re  the  top  so rt  o f ,  m aybe  I  wonder i f  you  can  com b i ne
bo th  so rt  o f  the  cha l l enges bu t  a l so  the  best  p ract i ces i n  te rm s o f  how to  best  so l ve  fo r those  cha l l enges fo r com pan i es tha t  opera te  across
vari ous bo rde rs?

Of course ,  o f  cou rse .  So  I  guess be i ng  consi sten t  wi th  wha t  I ’ve  spoken  abou t  today.  You  know, the  b i ggest  cha l l enge  fo r com pan i es rea l l y
i s where  to  l ook.  Ri gh t?  We have  som e deve l op i ng  standards ou t  the re  re l a ted  to  IoT  p roducts,  i ts the  one  I ’ve  j ust  descri bed  bu t  the re  a re ,
rea l l y the  l ack o f  anyth i ng  tha t ’s consi de red  un i ve rsa l l y accep tab l e ,  i s I  th i nk the  b i ggest  cha l l enge  and  i t  l eaves com pan i es guessi ng  a
l i t t l e  b i t  as to  the  best  pa th  fo rward  and  i t  p resen ts a  un i que  ri sk,  pa rt i cu l a rl y,  i n  m y m i nd ,  as a  l i t i ga to r,  fo r p roduct  l i ab i l i ty base  cl a i m s
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tha t  a re  p robab l y next  on  the  l i st .  Fo r those  tha t  a re  p rem i sed  on  som e vi o l a t i on  o f  a  du ty o r the  i nab i l i ty to  sa t i sfy som e standard  o f  ca re ,
no t  knowi ng  wha t  tha t  standard  o f  ca re  i s,  p resen ts som e rea l l y un i que  p rob l em s fo r com pan i es.  And  we ’re  see i ng  som e rea l  i nd i ca t i ons
com i ng  ou t  o f  som e o f  ou r sou rces o f  gu i dance  l i ke  the  recen t  FT C en fo rcem ent,  tha t  agenci es a re  se ri ous abou t  pu t t i ng  the  onus on  the
acto r who ’s i n  the  best  possi b l e  posi t i on  to  ensure  the  sa fe ty o f  these  devi ces.  And  ki nd  o f  i n  the  sam e sp i ri t  as the  recen t  gu i dance  tha t  I
m en t i oned  ea rl i e r,  these  them es o f  t ransparency and  accoun tab i l i ty and  structu ri ng  your o rgan i za t i on  a round  p ri o ri t i zi ng  securi ty i n  you r
p roducts.  You  have  the  FT C ho l d i ng  execu t i ves o f  com pan i es,  ki nd  o f  i nd i vi dua l l y and  pe rsona l l y responsi b l e  fo r fa i l u re  to  i m p l em ent
ce rta i n  securi ty p ract i ces.  Requ i ri ng  them  to  com p l y wi th  ce rta i n  ob l i ga t i ons whe the r they stay a t  tha t  com pany where  the re  was tha t  da ta
b reach  o r no t .  One  he l p fu l  exam p l e ,  i s no t  i n  a  IoT  speci f i c con text ,  bu t  i n  October,  FT C took act i on  aga i nst  an  on l i ne  a l coho l  m arke tp l ace
ca l l ed  Dri zl y  and  i ts CEO fo r vi o l a t i ons o f  the  FT C Act  tha t  p roh i b i ts un fa i r decep t i ve  p ract i ces because  the  a l l ega t i on  was tha t  the
com pany was m aki ng  fa l se  sta tem en ts abou t  ce rta i n  p ract i ces when  i t  actua l l y had  i nadequa te  securi ty tha t  has l ed  to  p ri o r da ta  b reaches.
And  wha t was rea l l y un i que  abou t  th i s recen t  en fo rcem ent act i on  was tha t  M r.  Re l l as,  the  CEO, i s be i ng  nam ed pe rsona l l y,  and  i t  a l l eged
tha t  he  was responsi b l e  because  he  was the  one  who  cou l d  have  i m p l em ented  o r de l ega ted  the  responsi b i l i ty to  i m p l em ent securi ty
p ract i ces and  he  fa i l ed  to  do  so .  He  d i dn ’t  h i re  anyone  a t  a  sen i o r l eve l  to  ki nd  o f  i m p l em ent these  steps.  And  so  the  FT C p roposed  i n  i ts
o rde r,  the  o rde r wou l d  requ i re  no t  j ust  the  com pany to  i m p l em ent and  m a i n ta i n  securi ty p rog ram s bu t  actua l l y fo r M r.  Re l l as pe rsona l l y to
do  tha t ,  and  these  ob l i ga t i ons wou l d  t rave l  wi th  h i m  even  i f  he  l e f t  Dri zl y  wh i ch  I  though t  was rea l l y i n te rest i ng .  So  i t ’s cl ea r tha t  th i s i s a
p ri o ri ty and  the  i dea  be i ng  o f  who ’s best  si tua ted ,  tha t ’s who  shou l d  bear the  b run t  o f  the  l i ab i l i ty and  the  ob l i ga t i on  to  ki nd  o f  b ri ng
p roducts i n to  th i s next  genera t i on  and  secure  them . Aga i n ,  the  vu l ne rab i l i ty tha t  we  now face  i n  th i s evo l vi ng  envi ronm ent,  and  I ’l l  j ust  say
rea l l y b ri e f l y because  I  know we ’re  rea l l y sho rt  on  t i m e ,  bu t  i n  te rm s o f  best  p ract i ces to  so l ve  these  cha l l enges,  I  th i nk the re  a re  a  num ber
o f  ways tha t  com pan i es can  t ry and  stay one  step  ahead  i n  wha t  rea l l y i s ki nd  o f  a  constan t l y evo l vi ng  envi ronm ent,  bo th  i n  te rm s o f  the
techno l og i es and  the  p roducts tha t  a re  be i ng  deve l oped ,  and  i n  te rm s o f  the  regu l a to ry l andscape .  Bu t  i t  has to  do  wi th ,  f i rst  i t ’s you r
com p l i ance  and  l i t i ga t i on  read i ness e ffo rt ,  i t ’s enhanci ng  com p l i ance  p rog ram s to  accoun t  fo r ki nd  o f  evo l vi ng  p roduct  l i ab i l i ty.  T here
rea l l y i s a  po ten t i a l  fo r m ore  p roduct  l i ab i l i ty l awsu i ts.  We haven ’t  seen  a  l o t  o f  tha t  i n  the  US, and  eve ryone  f rom  the  i n  house  l ega l  team
to  the  fo l ks who  desi gn  the  p roducts need  to  know from  a  desi gn  pe rspect i ve  wha t  the  po ten t i a l  fa i l u re  m odes a re  to  p roducts and  be  ab l e
to  show tha t  the  com pany wen t  th rough  those  i ssues p ri o r to  l aunch i ng .  And  the  l ega l  departm en t a l so  needs to  stay i n  the  l oop  abou t
p roduct  desi gn  and  m a i n tenance  deci si ons because  i t ’s worki ng  toge the r tha t  the  com pany,  ki nd  o f  m ore  ho l i st i ca l l y can  t ry and  ensure  tha t
sa fe ty and  l i ab i l i ty i ssues a re  understood  and  then  i f  possi b l e ,  dea l t  wi th .  I  th i nk adap t i ng  wri t ten  i n fo rm at i on  securi ty po l i ci es tha t
i nco rpo ra te  IoT  p roducts a re  i ncred i b l y i m portan t .  Taki ng  advan tage  o f  the  techno l ogy,  eve ryone  f rom  the  l ega l  team  to  your eng i neer
shou l d  understand  exact l y how these  p roducts co l l ect  and  d i ssem i na te  da ta .  Be  p repared .  Have  an  i n te rne t  response  p l an  tha t  spe l l s ou t
exact l y wha t  fo l ks shou l d  do  and  t ra i n  you r em p l oyees as to  how to  ca rry tha t  ou t .  Keep  l ea rn i ng .  So  com pan i es shou l d  be  p l ayi ng  devi l ’s
advoca te ,  pu t t i ng  them se l ves i n  the  bad  acto r’s shoes.  Who  wou l d  be  i n te rested  i n  tha t?  What wou l d  they be  l ooki ng  fo r?  And  j ust  be t te r
understand  the  ri sks tha t  you  face .  And  a l so  l ea rn  f rom  experi ence  o f  o the rs,  you r peers.  M aybe  take  a  l i t t l e  p l easure  a t  o the rs’ m i se ry bu t
t ry and  keep  up ,  ri gh t ,  wi th  o the r b reaches tha t  a re  pub l i ci zed  and  l ea rn  f rom  wha t wen t  wrong  the re ,  even  i f  you  haven ’t  … i f  you ’ve  been
l ucky so  fa r.  I t ’s f rankl y on l y a  m a tte r o f  t i m e  i n  som e ci rcum stances.
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T hanks Rache l ,  because  tha t  sum m ari zes wha t  I  wou l d  say f rom  a  Canad i an  pe rspect i ve .  Ka t i e ,  any pa rt i ng  though ts i n  30  seconds o r l ess?

Ka t i e
Chand l e r

Yeah ,  I  wou l d  rea l l y ag ree  wi th  a l l  o f  tha t  and  i t ’s a l so  h i gh l y re l evan t  to  EU and  U.K.  as we l l .  Yes,  i ts j ust  I  th i nk si m p l y … I  m ean  warn i ngs
and  IFU’s and  j ust  th i nki ng  abou t  you r l abe l l i ng  and  a l l  o f  tha t ,  i t ’s j ust  the  d i ff i cu l ty i s obvi ousl y i n  m aki ng  su re  tha t  i t ’s consi sten t  to  m ee t
regu l a t i ons and  standards across the  d i ffe ren t  j u ri sd i ct i ons i f  you  a re  a  g l oba l  p roduct ,  f i ne  and  your p roduct  i s be i ng  p l aced  i n  d i ffe ren t
j u ri sd i ct i ons.  T here  a re  d i ffe ren t  l eve l s and  as you ’ve  seen  the  EU has go t  som e qu i te  st ri ngen t  regu l a t i on  now tha t  m ay a ffect  som e o f
your IFU’s and  i nstruct i ons and  warn i ngs.

Edona
Vi l a

T hank you  bo th  o f  you .  I  rea l l y en j oyed  ou r d i scussi on  today.  I  th i nk we  cou l d  go  l onger.  T hank you  to  eve ryone  j o i n i ng  us today and  the
BLG crew fo r faci l i ta t i ng  th i s th i rd  web i na r se ri es.  Fo r those  o f  you  tha t  have  m i ssed  the  AI  and  the  M etaverse  web i na rs,  l e t  us know, we ’l l
m ake  su re  you  ge t  the  reco rd i ngs.  And  so rry we  d i dn ’t  have  t i m e  to  address quest i ons bu t  i f  you  have  any,  fee l  f ree  to  reach  ou t .  T hank you
a l l ,  have  a  g rea t  day.

Ka t i e
Chand l e r

Bye .

Edona
Vi l a

Bye-bye .
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